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Title

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

inbridge-w11-G:OS Credential Dumping:
Security Account Manager, Process Injection,
Boot or Logon Autostart Execution: Registry Run
Keys / Startup Folder, Exfiltration Over
Alternative Protocol

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Command and Scripting Interpreter; Disable or
Modify Tools; PowerShell; Regsvr32

DESKTOP-P5F0K66:0S Credential Dumping:
Security Account Manager, Exfiltration Over
Alternative Protocol, Ingress Tool Transfer,
Signed Binary Proxy Execution: Mshta

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Security Account Manager

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
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BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Security Account Manager

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Ingress Tool Transfer

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

DESKTOP-P5F0K66:0S Credential Dumping:
Security Account Manager, Exfiltration Over
Alternative Protocol, Ingress Tool Transfer,
Signed Binary Proxy Execution: Msiexec

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
BITS Jobs; Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion [AMSI Bypass];
Accessibility Features; Account Manipulation

inbridge-w11-G:Signed Binary Proxy Execution:
Mshta, Impair Defenses: Disable or Modify Tools,
Command and Scripting Interpreter: PowerShell,
Command and Scripting Interpreter

Exploitation for Defense Evasion [AMSI Bypass];
Accessibility Features; Account Manipulation

Exploitation for Defense Evasion [AMSI Bypass];
Accessibility Features; Account Manipulation

Exploitation for Defense Evasion [AMSI Bypass];
Accessibility Features; Account Manipulation

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over
Alternative Protocol

inbridge-w11-G:Signed Binary Proxy Execution:
Mshta, Impair Defenses: Disable or Modify Tools,
Command and Scripting Interpreter: PowerShell,
Command and Scripting Interpreter

inbridge-w11-05:0S Credential Dumping:
Security Account Manager, Process Injection,
Exfiltration Over Alternative Protocol, Ingress
Tool Transfer

Exploitation for Defense Evasion [AMSI Bypass];
Accessibility Features; Account Manipulation

Exploitation for Defense Evasion [AMSI Bypass];
Accessibility Features; Account Manipulation

Ingress Tool Transfer; Security Software
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Discovery

inbridge-w11-05:0S Credential Dumping, OS
Credential Dumping: Security Account Manager,
Exfiltration Over Alternative Protocol, Ingress

Tool Transfer

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

[AMSI Bypass];

inbridge-w11-05:0S Credential Dumping: NTDS,

OS Credential Dumping: Security

Account

Manager, Exfiltration Over Alternative Protocol,

Ingress Tool Transfer

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

[AMSI Bypass];

[AMSI Bypass];

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over

Alternative Protocol

inbridge-w11-G:Signed Binary Proxy Execution:
Mshta, Trusted Developer Utilities Proxy
Execution: MSBuild, BITS Jobs, Command and

Scripting Interpreter: PowerShell

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

[AMSI Bypass];

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over

Alternative Protocol

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

Account Manipulation; BITS Jobs

[AMSI Bypass];

[AMSI Bypass];

[AMSI Bypass];

; Command and

Scripting Interpreter; Disable or Modify Tools

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Exfiltration Over Alternative Protocol,

Ingress Tool Transfer

Exploitation for Defense Evasion

[AMSI Bypass];

OS Credential Dumping [Mimikatz]

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over

Alternative Protocol

Exploitation for Defense Evasion

[AMSI Bypass];

OS Credential Dumping [Mimikatz]

Exploitation for Defense Evasion

[AMSI Bypass];

OS Credential Dumping [Mimikatz]

Exploitation for Defense Evasion

[AMSI Bypass];

OS Credential Dumping [Mimikatz]
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OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over
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Alternative Protocol

Exploitation for Defense Evasion

[AMSI Bypass];

OS Credential Dumping [Mimikatz]

inbridge-w11-05:0S Credential Dumping:
Security Account Manager, Exfiltration Over

Alternative Protocol, Ingress Tool

Transfer,

Signed Binary Proxy Execution: Msiexec

Exploitation for Defense Evasion

[AMSI Bypass];

OS Credential Dumping [Mimikatz]

Exploitation for Defense Evasion

[AMSI Bypass];

OS Credential Dumping [Mimikatz]

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

[AMSI Bypass];

inbridge-w11-05:0S Credential Dumping:
Security Account Manager, Exfiltration Over

Alternative Protocol, Ingress Tool

Transfer,

Signed Binary Proxy Execution: Msiexec

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

[AMSI Bypass];

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account

Manager, Scheduled Task/Job: At

(Windows),

Exfiltration Over Alternative Protocol

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

[AMSI Bypass];

[AMSI Bypass];

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over

Alternative Protocol

inbridge-w11-G:Signed Binary Proxy Execution:
Mshta, Trusted Developer Utilities Proxy
Execution: MSBuild, Signed Binary Proxy
Execution: Rundll32, Impair Defenses: Disable or

Modify Tools

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over

Alternative Protocol

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

[AMSI Bypass];

[AMSI Bypass];

[AMSI Bypass];

inbridge-w11-05:0S Credential Dumping: NTDS,

OS Credential Dumping: Security

Account

Manager, Process Injection, Exfiltration Over

Alternative Protocol

Exploitation for Defense Evasion
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion

[AMSI Bypass];

[AMSI Bypass];
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Account Manipulation; BITS Jobs

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over
Alternative Protocol

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

inbridge-w11-05:0S Credential Dumping:
Security Account Manager, Process Injection,
Exfiltration Over Alternative Protocol, Ingress
Tool Transfer

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over
Alternative Protocol

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Exfiltration Over Alternative Protocol,
Ingress Tool Transfer

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

inbridge-w11-05:0S Credential Dumping: NTDS,
OS Credential Dumping: Security Account
Manager, Process Injection, Exfiltration Over
Alternative Protocol

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

Exploitation for Defense Evasion [AMSI Bypass];
Account Manipulation; BITS Jobs

Page 5 of 5

Severity

Critical

High

Critical

High

Critical

Critical

Critical
Critical

High

Critical
Critical
Critical

High

Critical

High

Critical

Critical

Status

New

New

New

New

New

New

New
New

New

New
New
New

New

New

New

New

New

Created

2026-01-29

2026-01-29

2026-01-28

2026-01-28

2026-01-28

2026-01-28

2026-01-28
2026-01-28

2026-01-28

2026-01-28
2026-01-28
2026-01-28

2026-01-28

2026-01-27

2026-01-27

2026-01-27

2026-01-27



